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Bits / Electron = Future Devices =» Bigger, Better, Faster Analytics
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Assumption
Modern Analytics needs Al



Analytics: Data at Rest, Data in Transit, Data in Use

ANALYTICS

Data Data
Poisoning Corruption

o

|

Data at Rest Data in Transit Data in Use
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Example of a Legal Process - Risks from the Processes

PAIN 1: Coordination of PAIN 5: Lessons Learned
Stakeholders and Information from Process Managemen,

Source Assurance Management Data Analysis & Insights

PAIN 2: Contract

P & .
Datngzatter Drafting and PAIN 3: Contract PAIN 4:
information Approval, Ffrc?of of Performance
source traceback Authenticity Management

STAKEHOLDER AGREEMENT AGREEMENT PERFORMANCE
BUSINESS INTENT AUTHORING APPROVAL & MANAGEMENT
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Security of Data at Rest, In Motion and In Use - Risks in Confidentiality

Asymmetric Symmetric
Cryptosystem Cryptosystem

Definitel - ! *Assume .
. y Difficulty of Difficulty of Elliptic Difficulty of
Quantum Classical Factoring Discrete Logarithm Quantum Reversibility

Fragile l l Fragile

Elliptic Curve SHh—SlZ
Cryptogra phy Cryptography Cryptography Crvptographv

2;‘:';‘::,:1‘ Is there One Ring To Rule them AlI?

All Possible Worlds or Many Worlds Semantics (Unsolvable)

*If multi-entanglement in multiple-degrees of freedom is technologically scalable then the search space of solutions is reduced
by orders of magnitude speedup in Grover’s Search and the one-way hash becomes vulnerable. Else the hash is quantum
resistant. For recent developments that may produce hash vulnerability, see: https://www.nature.com/articles/ncomms13514

CLSAC 2023 - Security of the Analytic, by the Analytic and for the Analytic

7



Supply Chain — Multi-Source — Risks in Integrity

Missile Drones flew from
Yemen and hit the refinery

NEWS PAYOUT BOARD

Sa: 75 Jr: 10

Salman s — Consensus = %80
EVENTS AT | 4
OIL Jafar News — Consensus = %50
REFINERY |
7
Abdul News — Consensus = %90

People set fire

To the refinery

refinery

Houthi Rebels Fired
Drones at the 2 ’ —

News Stringers

| ; PAYMENTS

DATA SUPPLY

— CHAIN [ CONSUMERS }
100% DATA
INTEGRITY

Aggregator

DRONE
ATTACK
o ON OIL
Verlflc.atlo.n and REFINERY
Validation
HOW TO MITIGATE D5 CYBER-ATTACKS? CBC, CNN

DATA POISONING (FAKE NEWS) DETECTION?
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Three Representative Cases

These are of course all interconnected

._I—Eecurity of the Analytic
DoD/IC The analytic model is corrupted,

causing false positives, false
negatives, spills and leaks.

Corporates @ ———————Security by the Analytic

Misclassifying data samples,
failure to verify facts. Countering-
hallucinations and confabulations.

HR & Banking 01
Security for the Analytic

Loss of integrity in parts of the
data causing error in results,
Lack of transparence, command
and control, Automation Surprise
CLSAC 2023 - Security of the Analytic, by the Analytic and for the Analytic




'Permion

SECURITY:

OCTOBER 30, 2023 O 1 Privacy

FACT SHEE'T:

President Biden Issues
EXeCUtive OI‘deI‘ on Safe, 03 Measurability

02 Integrity

Secure, and Trustworthy
Artificial Intelligence

04 Confidence

EHEY » BRIEFING ROOM » STATEMENTS AND RELEASES 05 TrUSt

https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-
executive-order-on-safe-secure-and-trustworthy-artificial-intelligence CLSAC 2023 - Security of the Analytic, by the Analytic and for the Analytic
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What's in the new Executive Order?

1. Ensure developers of Al especially of dual-use foundation models , to conduct Al red- teaming
tests to enable deployment of safe , secure, and trustworthy systems .

2. Createrobust,reliable, repeatable, and standardized evaluations of Al to provide measurably
secure systems.

3. Prgc\J/cide mechanisms to test, understand , and mitigate risks from these systems before they are
put to use.

4. Ensure compliance with record-keeping , cybersecurity, confidentiality, privacy, and data
protection requirements

5. Develop model guardrails and protect the integrity and trustworthiness models.
6. Install differential-privacy safeguards and prohibit leaks, spills and exposure of PII.

/. Secretary of Commerce , via the Director of NIST, with the Director of OMB and the

Director of OSTP , shall develop guidelines , tools , and practices to implement Artificial
Intallinence rick—-mananamaent CLSAC 2023 - Seturity of the Analytic, by the Analytic and for the Analytic 12



Security of the Analytic, by the
Analytic and for the Analytic
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Probabilistic Computing

= In a probabilistic computing, the heavy lifting is done
by an inference rule —the algorithm that readjusts
probabilities on the basis of new training data -
cannot abstract to unknowns



Quantum Information

= In Quantum information, the heavy lifting is done by
transition-functions — models for movement over
probabilistic state representations on the basis of new
distributions of outcomes given data inputs - can
abstract to unknowns



Large language models (LLM)

= Combine the aspects of both classical Probability models
and Quantum models, the heavy lifting is done by
tensorial network interactions — models transforming
between distributions of activations and given data
inputs and outputs - expresses emergent behaviors not
originally designed

= The underlying tensorial structure resembles the
quantum many-body wave function - hence LLMs/GPT
possess quantum-like properties!
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Probabilistic Programming

f o - camalon
aln Q

Venture Develoj

Stan is a probabilistic programming language implementing full Bayesian statistical inference with

Probabilistic programming at scale.

e MCMC sampling

charles river analytics
Learn more about Gamalon »

FIGARO/ An open-source probabilistic programming language I I a I( a I u

Documentation Download Contributors

An embedded probabilistic programming language for Haskell.

Microsoft:

e Research

uncertaintis _ -
easy and co i }
- Infer.NET
uncertain rq
Infer.NET is a framework for running Bayesian inference in graphical models. It can also be used for =T [ T '-'l Tl TV T 11 -'l Y @
or g | _ BLIC programimil Ng langquac
infer.net You can use Infer.NET to solve many different kinds of machine learning problems, from standard problems r
like , ar through to
. Infer. NET has been used in a wide variety of domains including information retrieval,
bicinformatics, epidemiology, vision, and many others.



Quantum Programming

CAREERS RESOURCES R Future versions of Qubiter will take an arbitrary QB net as input, and relurn an equivalent sequence of elementary cperations. We also plan 1o add further oplimizations

Some papers that will help you understand Qubiter
ANV COMD - Q

ANY COMPUTING NEWS * "A Rudimentary Quantum Compsler (2cnd Ed.)", by R.A. Tucel
¢ "QC Paufinesia™, by R.R.Tucdl

D-WAVE TWO SERVICES

= acciidar-tive
Qubiter is brought 10 you courtesy of the Artiste company, makers of Quantum Fog. If you want to contribute 1o Quister, please contact us at R

e e tianhatuaan Quantum Fog and Qubiter?

Software *eemimses J<T] _— Qubiter:

Just as the classicé

Q-Lisp Project (Quantum Computer Programming Language)
T B

development, quar

layers of "system S

system and exploit

Last visited: Q-Lisp Project

W& The Projects .- oCS.Nott
The QLisp Project Development of a Quantum Computer e

Programming Language QLisp is a project that creates a | What will QLisp Look - A Functional Quantum Programming Language
formal design and implementation of: like? Energy Consulting

The Quipper System

This is the Quipper System, an embedded functional ' _ _
programming language for quantum computation. You (=30Q - @ quantum imperative programming language

browse the source code and documentation from here.

LanQ is a research project in the field of quantum computer science - a quantum programming language designed to support execution of multiple processes in parallel.

Its syntax is similar to the C language.



Prompt Design or Engineering?

4 & o B
2] L. -
!’ T e Awesome ChatGPT

Prompts

PROMPT Popular Desngn_PatthS in
ENGINEERING Prompt Engineering

PROMPT .
ENGINEERING Prompt Design &
cuor o comome Building Al Products
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TODAY’s LEGACY

days

average time before a O-day is public knowledge

Vulnerabilities will always exist.
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TODAY’s LEGACY

new malware samples per day

Signature-based detection is dying.
Threat TTPs are dynamic and will change.
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TODAY’s LEGACY

60 months

PLA Unit 61398 maintained APT access to US Orgs

Response is predicated on detection...
What do you do if you can not detect?
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What do we need?
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POLICY AUTOMATION

ATTESTATION

VERIFICATION
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Trusted Human-like analysis
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PERFORMANCE
MULTI-MODEL
DIVERSITY
PARALLELISM
SUSTAINABILITY

Supercomputer-like performance
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BLOCKCHAIN
CONFIDENTIALITY
INTEGRITY
AVAILABILITY
COMPUTABILITY

-
=
.
as®

Data Agnostic
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PORTABILITY
RESILIENCE
TRUSTED DEVICES
SUPPLY CHAINS
MANUFACTURING

Small Footprint (V' SWAP)
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Risks in Artificial Intelligence

 Deception, hacked Machine Learning, poisoned Artificial
Intelligence model and Deep Fakes

* is the data which is used to make decisions trustworthy?

 Has this data been poisoned?

* |sthe data that is at the source of machine learning for decision making
being corrupted en-route?

- Emergent Threshold of Complexity:
<  Use the “force”

X Flip to the “Dark Side”
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Thank You!
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